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To the Management of The Rocket Science Group, LLC: 
 

We have examined the attached description in Section Three of this report titled "System Description Provided by 
The Rocket Science Group, LLC" and the suitability of the design and operating effectiveness of controls to meet 
the criteria for the security, availability, processing integrity and confidentiality principles set forth in Trust Service 
Principles section 100, Trust Services Principles, Criteria and Illustrations for Security, Availability, Processing 
Integrity, Confidentiality and Privacy, throughout the period October 1, 2013 to March 31, 2014.  The description 
indicates that certain applicable trust services criteria specified in the description can be achieved only if 
complementary user-entity controls contemplated in the design of RSG’s controls are suitably designed and 
operating effectively, along with related controls at the service organization.  We have not evaluated the suitability 
of the design or operating effectiveness of such complementary user-entity controls.  

The Rocket Science Group, LLC (“RSG”) uses a service organization to host RSG production hardware.  The 
description indicates that certain applicable trust services criteria can only be met if controls at the subservice 
organization are suitably designed and operating effectively.  The description presents RSG’s system; its controls 
relevant to the applicable trust services criteria; and the types of controls that the service organization expects to 
be implemented, suitably designed and operating effectively at the subservice organization to meet certain 
applicable trust services criteria.  The description does not include any of the controls implemented at the 
subservice organization.  Our examination did not extend to the services provided by the subservice organization. 

The information in Section Five titled "Supplemental Information Provided by The Rocket Science Group, LLC That 
is Not Covered by the Service Auditor’s Report" describes the service organization's future plans for new systems. 
It is presented by the management of RSG to provide additional information and is not a part of the service 
organization's description of the MailChimp System made available to user entities during the period from 
October 1, 2013 to March 31, 2014. Information about RSG’s future plans for new systems has not been subjected 
to the procedures applied in the examination of the MailChimp System description and the suitability of the design 
and operating effectiveness of controls to meet the related applicable trust services criteria stated in the description 
of the MailChimp System. 

In Section One of this report, RSG has provided the assertion titled "Assertion by Management of The Rocket 
Science Group, LLC" which is based on the criteria identified in management’s assertion.  RSG is responsible for 
(1) preparing the description and assertion; (2) the completeness, accuracy and method of presentation of both the 
description and assertion; (3) providing the services covered by the description; (4) specifying the controls that 
meet the applicable trust services criteria and stating them in the description; and (5) designing, implementing and 
documenting the controls to meet the applicable trust services criteria. 

Our responsibility is to express an opinion on the fairness of the presentation of the description based on the 
description criteria set forth in RSG’s assertion and on the suitability of the design and operating effectiveness of 
the controls to meet the applicable trust services criteria, based on our examination.  
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We conducted our examination in accordance with attestation standards established by the American Institute of 
Certified Public Accountants.  Those standards require that we plan and perform our examination to obtain 
reasonable assurance about whether, in all material respects, (1) the description is fairly presented based on the 
description criteria, and (2) the controls were suitably designed and operating effectively to meet the applicable 
trust services criteria throughout the period October 1, 2013 to March 31, 2014. 

Our examination involved performing procedures to obtain evidence about the fairness of the presentation of the 
description based on the description criteria and the suitability of the design and operating effectiveness of those 
controls to meet the applicable trust services criteria.  Our procedures included assessing the risks that the 
description is not fairly presented and that the controls were not suitably designed or operating effectively to meet 
the applicable trust services criteria.  Our procedures also included testing the operating effectiveness of those 
controls that we consider necessary to provide reasonable assurance that the applicable trust services criteria 
were met.  Our examination also included evaluating the overall presentation of the description.  We believe that 
the evidence we obtained is sufficient and appropriate to provide a reasonable basis for our opinion.  

Because of their nature and inherent limitations, controls at a service organization may not always operate 
effectively to meet the applicable trust services criteria.  Also, the projection to the future of any evaluation of the 
fairness of the presentation of the description or conclusions about the suitability of the design or operating 
effectiveness of the controls to meet the applicable trust services criteria is subject to the risks that the system may 
change or that controls at a service organization may become inadequate or fail.  

In our opinion, in all material respects, based on the description criteria identified in RSG's assertion and the 
applicable trust services criteria: 

a. The description fairly presents the system that was designed and implemented throughout the period 
October 1, 2013 to March 31, 2014. 

b. The controls stated in the description were suitably designed to provide reasonable assurance that the 
applicable trust services criteria would be met if the controls operated effectively throughout the period 
October 1, 2013 to March 31, 2014 and the subservice organization applied, throughout the period 
October 1, 2013 to March 31, 2014 the types of controls expected to be implemented at the subservice 
organization and incorporated in the design of the system and user entities applied the complementary user-
entity controls contemplated in the design of RSG's controls throughout the period October 1, 2013 to 
March 31, 2014. 

c. The controls tested, which together with the types of controls expected to be implemented at the subservice 
organization and incorporated in the design of the system, and complementary user-entity controls referred 
to in the scope paragraph of this report, if operating effectively, were those necessary to provide reasonable 
assurance that the applicable trust services criteria were met, operated effectively throughout the period 
October 1, 2013 to March 31, 2014. 

The description of specific controls we tested and the nature, timing and results of our tests are presented in 
Section Four of this report titled "Information Provided by Frazier & Deeter, LLC." 
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This report and the description of tests of controls and results thereof are intended solely for the information and 
use of RSG; user entities of RSG’s MailChimp system during some or all of the period October 1, 2013 to 
March 31, 2014; and prospective user entities, independent auditors and practitioners providing services to such 
user entities and regulators who have sufficient knowledge and understanding of the following: 

 The nature of the service provided by RSG. 

 How RSG’s system interacts with user entities, subservice organizations and other parties. 

 Internal control and its limitations. 

 Complementary user-entity controls and how they interact with related controls at RSG to meet the 

applicable trust services criteria. 

 The applicable trust services criteria. 

 The risk that may threaten the achievement of the applicable trust services criteria and how controls 

address those risks. 

This report is not intended to be and should not be used by anyone other than these specified parties. 

 

 

 

June 27, 2014 

Atlanta, Georgia 
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	Annual third party examinations, including vulnerability scans, penetration tests, PCI-DSS assessments and Service Organization Control (SOC) 2 examinations, along with daily management oversight of employees, are used by the Company to enact appropri...
	Security of Assets
	Employees are assigned desktop computers and portable laptops.  Antivirus software is used on all computers for data protection.
	Security access to areas within the corporate facility is limited to authorized personnel utilizing an electronic badge system. Video cameras monitor ingress and egress from the corporate facility.
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	Operating Procedures Manuals
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	RSG’s network security policies are in place to protect networks and their services from unauthorized modification, destruction, or disclosure.  Network security procedures provide assurance that the network performs its critical functions correctly, ...
	RSG restricts inbound and outbound traffic to that which is necessary and restrictions are documented.  Firewalls at RSG’s data centers are in place and configured to reduce the risk of unauthorized network access.  At the data centers, the firewalls ...
	RSG periodically engages in penetration testing with third-party security consulting firms to continuously monitor the vulnerability of its internal and external networks.  Testing includes high level server penetration tests, in-depth testing for vul...
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	RSG maintains well documented policies and procedures for all areas of business.  This includes not only IT policies and procedures, but also business process procedures relating to the access, use and storage of client data.  To mitigate the risks re...
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	MailChimp is branded as a do-it-yourself email marketing service and list manager.  As such, RSG’s customers have the ability to create their accounts online, create email campaigns, schedule campaigns for delivery and track usage of their campaigns. ...
	Based on the volume of emails to be sent per month and the size of the customer’s email list, the customer can choose either a monthly or a “pay as you go” pricing plan.  MailChimp is configured to automatically adjust the customer’s billing rate base...
	Campaign Processing and Delivery
	MailChimp users have the ability to create email campaigns online using built-in tools provided on the MailChimp website. Once users have authenticated to the site, they can create, format and customize their campaigns to achieve their desired output....
	MailChimp is configured to deliver email campaigns within a reasonable proximity to the customer's requested delivery time. Timeliness of delivery is not guaranteed, based on the many variables outside of RSG’s control that can impact delivery (e.g. t...
	RSG monitors the ongoing deliverability of campaigns on a daily basis, using monitoring software to track performance.  The Delivery Team uses technology to make improvements to enhance various aspects of deliverability, including timeliness of campai...
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	Omnivore
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	2) The campaign’s content and mailing list runs through Omnivore’s abuse detection engine, whose algorithms and data points are constantly updated with new information and behaviors as they occur.
	3) If Omnivore detects any suspicious content or list abuse, the campaign is flagged and the account is temporarily disabled.  The campaign is saved as a draft and the sender is alerted via email and alerts within the account.
	4) When necessary, RSG investigates specific campaigns or users to determine if further action must be taken.
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	The Customer Support team utilizes a third party live chat interface.  To maintain security of customer and Company data, there is no interaction between RSG’s production infrastructure and the live chat interface.  Further, customer information that ...
	To protect cardholder data, the MailChimp administrative application does not allow for Support personnel to access credit card information (i.e. number, expiration, CVV).  Customers are required to update credit card information themselves. Additiona...
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	Any changes that add new functionality to the MailChimp application, or are considered bug fixes that require more extensive testing, are categorized as features and are deployed during a monthly application release.  Each feature/enhancement to be in...
	In the event of an unsuccessful deployment, RSG’s development software contains rollback features.  Developers are instructed to either rollback a change to a previous snapshot, or remove a feature/bug fix altogether within the system.
	Post-implementation procedures are in place to verify that implemented changes are operating effectively.  RSG’s post-implementation review strategy includes assigning dedicated resources to bug fixing and fault correction, monitoring of servers and e...
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